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Configurations are supported by most flight control systems, allowing users to control a flying drone adapted
to complexities such as environmental changes or mission alterations. Such an advanced functionality also
introduces a significant problem - misconfiguration settings. It may cause drone instability, threaten drone
safety, and potentially lead to substantial financial loss. However, detecting and rectifying misconfigurations
across different flight control systems is challenging because 1) (mis)configuration-related code snippets might
be syntactically correct and thus hard to identify through traditional code analysis; 2) the response to each
configuration varies under different flying scenarios.

In this paper, we propose and implement a novel rectification approach, NYCTEA, to detect instability caused
by misconfigurations and conduct an on-the-fly rectification. NYCTEA first continuously inspects state changes
over consecutive time intervals and calculates the overall deviations to determine whether a drone is in a
transition of instability to control loss. When a potential instability is reported, NYCTEA instantly invokes a
pre-trained intelligent agent to automatically generate proper configurations and then re-configure the drone
against entering a state of loss of control. This process of reconfiguration is conducted iteratively until the
instability is eliminated. We integrated NycTEA with the widely used flight control system, Ardupilot and PX4.
The simulated and practical experiment results showed that NycTEA successfully eliminates instabilities caused
by 85% of misconfigurations. For each misconfiguration, NYCTEA averagely generated 4 to 5 configurations to
achieve a successful rectification.
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1 INTRODUCTION

Drones (also known as unmanned aerial vehicles) have become widely used for personal, commer-
cial, and military purposes (e.g., photo shooting, surveillance, and delivery) [4, 8, 23, 24, 50]. Unlike
other smart devices (e.g., smartphones and IoT devices) controlled by humans, drones are usually
controlled autonomously by flight control systems to handle various flight missions and adapt to
environmental changes.

To better accommodate unpredictable changes and offer users a degree of flexibility in controlling
drones, manufacturers design a configuration setting feature comprised of hundreds of control
parameters. By adjusting control parameter values, users can operate a drone remotely according
to their preferences and the current flight states. In addition, manufacturers also provide official
manuals introducing the suggested value range of each control parameter. With the assistance of
official manuals and well-implemented control parameters in the flight control system, users ideally
should be capable of achieving various goals and preventing potential threats by configuring control
parameters as needed. However, in practice, the intricate variations in environmental changes
and the complexity of setting control parameters make proper configuration settings a difficult
task [14]. Some studies [22, 36, 58] have shown numerous instances of misconfigurations, resulting
in adverse incidents (e.g., trajectory deviations, flight hovering, flight freezing, crashes), even when
users select parameter values from the suggested range.

In contrast to other bugs that may arise from incorrect code implementations (e.g., code logic
execution bugs [9, 27, 32, 33]) or malicious attacks (e.g., sensor attacks [11, 25, 26, 57]), misconfigu-
rations may be triggered under two scenarios: 1) improper configurations — that configurations
consisting of multiple improper/incorrect parameter values impact the system and lead directly to
instability, from which the issue originates from the configuration itself. 2) inappropriate settings
— the configurations are proper/correct, yet inappropriate for the current flying conditions (e.g.,
environment and mission), leading to instability, from which the issue arises due to external flying
conditions.

These misconfigurations can not be identified through code analysis because functions related
to control parameters may be correctly implemented at the code level [31]. Hence, the approaches
for identifying defect codes do not apply when identifying misconfigurations. Apart from that,
control parameters defined in different flight control systems are inconsistent in achieving different
capabilities, rendering the (mis)configuration study even more challenging and unscalable. Instead
of analyzing the implementation code, LGDFuzzer [22], ICSearcher [21] and RVFuzzer [36] leverage
either fuzzing or a combination of machine learning and fuzzing approaches to search potential
misconfigurations automatically and further verify whether configurations will lead to unstable
flight states via a simulator. However, the solution they proposed entails restricting the range of user-
configurable parameters, which not only diminishes the drone’s flexibility but also fails to eliminate
the misconfiguration that continues to exist within that range. The other post-incident detection
approaches [11, 35, 52] can only be confirmed after instability or control loss has occurred, but fail
to prevent the occurrence of current unforeseen incidents. They may lead to severe consequences,
such as physical drone crashes and disruption of military missions.

To potentially eliminate the instability, some approaches [44, 46] involve dynamic revert-to-
baseline schemes, which reset misconfigurations to the default configuration or the average value
of each control parameter obtained from the historical flight data. A fundamental assumption of
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these approaches is that the default configuration or average value is universally suitable for all
flying conditions. However, this assumption fails when faced with complicated environmental
changes and the need for flexible mission adjustments in practical scenarios. Lack of accounting
for dynamic conditions encountered during the flight, the revert-to-baseline schemes may result in
mission interruption or trigger further instabilities.

We propose a novel real-time approach to identify (mis)configurations and prevent the occurrence
of unforeseen incidents. By continuously monitoring flight states and eliminating instability in
real-time, the approach prevents a drone from losing control by only adjusting the configuration.
In brief, we first capture and analyze flight data in segments to check flight state changes over a
series of times. Next, we calculate a segment deviation value by comparing the physical and the
desired states to assess whether instability has occurred. When instability is identified, we employ
a pre-trained intelligent agent to eliminate instability through a real-time re-configuration. By
incorporating reinforcement learning, the intelligent agent utilizes the re-configuration setting to
generate a proper configuration that suits the current flying condition for state rectification without
interrupting or terminating the flight mission. This re-configuration rectification is conducted
iteratively until instability is fully eliminated. The detection and rectification process not only
fulfills a continuous and successful completion of flight missions but also easily adapts to various flight
control systems.

We implemented a prototype of this flight state rectification system, NYCTEA. As NYCTEA is
built on top of the configuration setting scheme supported by most flight control systems, it
can be easily integrated with the existing flight control systems via the wireless communication
protocol (e.g., MAVLink). In our experiment, we integrated it with two widely used flight control
systems, Ardupilot and PX4 to study how NYCTEA performed in the real-world systematically.
To simulate diverse physical scenarios, we collected a variety of (mis)configurations resulting
in different unstable consequences and flew a drone with these configurations to execute flight
missions. During each flight, we employed a misconfiguration to trigger instability and monitored
whether NYCTEA could eliminate instability, finally leading the drone to complete the mission
successfully. As a result, NYcTEA successfully identified and eliminated over 85% instability led
by (mis)configurations. For each instability, NYCTEA averagely generated 4 to 5 configurations to
achieve a successful rectification. We also assessed the individual time cost of generating each
configuration, NYCTEA only took an average of 0.12 ms to generate each configuration, which is
efficient.

Contributions:

e A learning-based approach to generate proper configurations automatically. We utilize
reinforcement learning to construct an adaptive and intelligent agent. By comprehensively
exploring correlations between configurations and the corresponding flight states in each flight
control system, the agent generates proper configurations based on the physical flight state and
the current operational requirements.

e A real-time detection and rectification approach, NYCTEA, to ensure successful comple-
tion of each flight mission. We implemented NYCTEA, an automated detection and rectification
approach, that identifies instability during the flight and re-configures the drone to eliminate in-
stability in real-time, which achieves on-the-fly rectification without interruption or terminating
the ongoing flight missions.

e An adaptable approach that can be applied across different flight control systems. We ap-
plied NYCTEA to the prevalent flight control systems, both Ardupilot and PX4. NYCTEA successfully
eliminated over 85% instability caused by (mis)configurations. We open-sourced the dataset, the
source code of NYCTEA, and details of our results at https://github.com/BlackJocker1995/nyctea
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Article Organization: The remainder of the article is organized as follows. First, Section 2 provides
background information on the drone configuration and presents a motivating example of miscon-
figurations. Section 3 introduces the architecture of NycTEA. The detailed processing, including
training and rewards, is described in Section 4. Section 5 discusses the performance of NYCTEA
through several experiments. Section 6 outlines existing studies on bug detection in robotic vehicles,
their mitigation, and configuration adjustment. Finally, we conclude the article in Section 7.

2 BACKGROUND AND MOTIVATION

In this section, we first introduce workflow of a flight control system. Then, we clarify characteristics
of the issue caused by misconfigurations and elaborate on the motivations for designing NYCTEA.

2.1 Workflow of Flight Control System

The flight control system is a firmware that enables the control of the movements of a drone
during the flight. Figure 1 illustrates the typical workflow of a flight control system. During the
flight, the control algorithm unit deconstructs the planned trajectory and processes data from
various sources, including sensor data and corresponding physical states. Leveraging these data,
the algorithm estimates the next desired flight state to be achieved. Based on the desired state, the
flight control system generates power signals for the motors to direct the drone toward that state.
The physical state of a drone may not always match the desired state calculated by the control
algorithm. In regular flights, the deviation between them remains within a minimal range. However,
some research [10, 11, 21, 22] indicate that these deviations intensify as instability impacts the
drone’s ability to achieve its target. Consequently, this deviation can serve as an indicator for
monitoring the drone’s flight health.

Sensor Perception Data
(¢e))
Sensors
Desired P_OWEV
Control State Power Signals
Algorithm Driver

Power
Physical State Device

Fig. 1. Workflow of the drone control system.

2.2 Characteristics of Configurations

To adapt to mission-specific requirements, the flight control system supports a set (often hundreds)
of control parameters to construct configurations. In alignment with the specific requirements, users
have flexibility by selecting different values (within the suggested range) for each control parameter.
We outline the characteristics of configurations below, highlighting why misconfigurations can be
easily introduced yet are difficult to eliminate.

Feature 1: Parameter design and parameter value ranges are inconsistent in different flight
control systems. Due to the lack of standardized regulations, manufacturers may incorporate
different capabilities into their flight control systems utilizing distinct control parameter elements.
Even for parameter elements that fulfill the same goal, manufacturers might use diverse parameter
names. In addition, value ranges associated with the parameters with the same functionality may
also vary in different flight control systems. Table 1 shows a comparison of the control parameter
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elements supported by two prevalent flight control systems, Ardupilot [3], and PX4 [15]. In particular,
both flight control systems contain over two thousand parameters, but only 249 achieve the same
functionalities. Besides, each flight control system has around one hundred attitude-related control
parameters controlling physical flight states, but only 37 (35%) fulfill the same functionalities.
Due to such inconsistencies, users may experience confusion when operating different drones
simultaneously, leading to potential misconfiguration [9, 21, 22, 36] through inappropriate settings
of control parameter values.

Table 1. Parameters (have range) in different control systems.

‘ Ardupilot PX4

Total | 2,990 2,407
Same name, functionality and range 66
Same functionality and range 16
Same functionality 249
Attitude-Related | 105(3.5%) 101(3.5%)
Same name, functionality and range 0
Same functionality and range 0
Same functionality 37

Figure 2 illustrates the differences in control parameter elements between Ardupilot and PX4.
Specifically, both Ardupilot and PX4 can convert the error between the desired pitch angle and
the actual angle to a desired pitch rate; however, the parameters are defined in distinct names
(i.e., ATC_ANG_PIT_P and MC_PITCH_P) and different parameter value ranges (i.e., [3,12] and (0, 12]).
Similarly, when controlling the maximum lean angle in all flight modes, Ardupilot and PX4 separately
use ANGLE_MAX and MPC_TILTMAX_AIR with a corresponding range of [10, 80] and [20, 89]. In terms
of the capability differences, Ardupilot uses ATC_ANG_LIM_TC to control the rate at which lean angles
are limited to preserve the altitude. Nonetheless, PX4 does not provide any similar parameter. On
the contrary, PX4 uses a parameter MPC_VEL_MAN_BACK to set the maximum backward velocity at a
certain position, but Ardupilot does not support any similar functionality.

Ardupilot PX4
( Pitch axis angle controller P gain )
ATC_ANG_PIT_P [3,12] | MC_PITCH_P (0,12] )

N
J

Maximum lean angle in all flight modes
ANGLE_MAX [10,80] | MPC_TILTMAX_AIR  [20,89]

A\ J
1 Angle Limit Time Constant )
| ATC_ANG_LIM_TC [0.5,10] | No correspondence )
1 Maximum backward velocity in Position mode )
L No correspondence |MPC_VEL_MAN_BACK [-1,20] )

Fig. 2. Parameter sample in flight control systems.
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Feature 2: Inter-dependencies among control parameters are complicated, and the impacts
can not be predicted. Control parameters are intricately intertwined with complex mutual
dependencies because all components in a drone are highly interactive [14]. Thus, effectively
managing these dependencies is essential for correctly setting configurations and eliminating
instability led by misconfigurations. However, following our manual inspection of the source code
of flight control systems, we observed that initialization and range check codes associated with
control parameters are usually implemented independently, which is insufficient when proceeding
with the real-world variant conditions.

Listing 1 shows the implementation of parameters PSC_VELXY_P and PSC_VELXY_I in Ardupilot. Both
parameters are used for velocity control gains to refine the acceleration adjustment. However, the
parameter implementations only include the processing of parameter values, without describing
the correlations between them. If there is a flight mission with multiple turnings, the drone can only
complete the turnings when both parameters are configured as PSC_VELXY_P = 2.0 and PSC_VELXY_I
= 0.5. Alternatively, it will result in a significant trajectory deviation and further lead to a drone
crash if PSC_VELXY_P = 0.2 and PSC_VELXY_I = 0.94. Nevertheless, these values perform well when
processing the other flying conditions such as flying straight.

// @Range: 0.1 6.0

{Parameters: :k_param_pi_vel_xy, 0, AP_PARAM_FLOA,"PSC_VELXY_P"}
// @Range: 0.02 1.00

{Parameters: :k_param_pi_vel_xy, 1, AP_PARAM_FLOA,"PSC_VELXY_I"}

ENER TR CR

Listing 1. Code samples on parameter declaration.

Given such complex value combinations of control parameters, it is infeasible to test all combinations
(i.e., configurations) practically and, thus difficult to pinpoint misconfigurations efficiently.
Feature 3: Configurations are affected by uncertainty of the execution environments
with unexpected adverse effects. Due to the open nature of the execution environments, the
performance of flight states resulting from configurations may deviate from the expected one. While
some research approaches attempted to handle such environmental uncertainty by establishing prior
knowledge to describe the potential execution conditions, the increased complexity of unforeseen
alterations in the real-world makes the creation of comprehensive predefined cases impractical.
Even though the attitude-related control parameters may be implemented and set correctly, it is
difficult to estimate the environmental changes when flying a drone and how the changes impact
the attitude-related parameters.

2.3 Motivating Example of Misconfigurations

To study how misconfigurations adversely affect the flight mission, We launched an execution with
a misconfiguration on a drone equipped with an open-source flight control system, Ardupilot [3].
The drone was expected to fly from one point to another, and the misconfiguration caused flight
hovering to interrupt the execution.

Figure 3 demonstrates the trajectory changes before and after the misconfiguration was deployed,
where the green and orange dots separately represent the take-off points and the waypoints, the
dashed black lines are the desired trajectories, and the red lines are the physical trajectories.
While specifically inspecting the state changes during the flight, we noted the fluctuation of the
angular changes in Roll, Pitch, and Yaw, respectively (shown in Figure 4). The solid blue line
represents the drone’s physical state; the dashed orange line denotes the desired state as calculated
by the algorithm; the cyan histogram illustrates the deviation between the two, and the red line
corresponds to the deviation curve.
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(a) Stage1 (b) Stage2 (c) Stage3

Fig. 3. Trajectory caused by misconfiguration.

Through the deviation, we observed that:

e 0 to 62 (Stage 1, Figure 3a): The drone was stable; that is, its physical roll, pitch, and yaw of
each state matched with the desired ones. Even when a minor deviation occurred, the deviation
remained within an acceptable range; thus, the flight control system could rectify it through its
internal rectification scheme, i.e., Extended Kalman Filter (EKF). The deviation bars remain small,
indicating a minimal variation.

® 63 to 158 (Stage 2, Figure 3b). The drone began to sway and spin, exhibiting initial deviations,
indicating an alert of potential instability was triggered. However, at this stage, the drone still
maintained its correct trajectory. The deviation bars increase, illustrating a potential variation
between the physical and the desired states.

o After 159 (Stage 3, Figure 3c). The drone was hovering, and significant deviations occurred.
Simultaneously, the flight control system also reported an error.

In practice, the deviations at Stage 2 are usually unable to be resolved by EKF because of the limited
capability of the internal rectification scheme supported by flight control systems. However, when
proper configurations are uploaded promptly, the adverse effects can still be eliminated. After the
drone entered Stage 3 (i.e., significant deviations were reported), the flight states can no longer
be rectified through user commands. In our work, we aim to monitor flight states and identify
instability at Stage 2 for further rectification.

2.4 Challenges in Detecting and Rectifying Misconfigurations

Unlike other bugs (e.g., memory corruptions [12], cryptographic misuses [20]), it is challenging to
detect and eliminate adverse effects caused by misconfiguration through traditional code analysis
techniques.

Static code analysis. The inconsistent design of flight control systems introduces differences in
control parameter elements, parameter names, and the corresponding value ranges. These variations
make the existing code-based bug detection approaches [37, 48] ineffective and inefficient in
detecting misconfigurations. While comprehensive dependency graphs correlate to each other, the
control parameters could be built, and environmental impacts may also affect practical executions,
which is a factor that can not be anticipated at the code development level. Hence, we aim to
identify misconfiguration during the executions by considering code execution and environmental
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Fig. 4. Angular change in physical state.

variations. Such an approach provides information about the impact that one or more control
parameters have on other parameters and the impact of real-world environments.

Dynamic code analysis. Previous researches [9, 14, 22, 32, 34, 36, 40] have proposed dynamic
analysis approaches to find bugs. Unfortunately, these approaches can only confirm a bug when
negative consequences arise, such as drone crashes or task interruptions. For example, when
misconfiguration occurs, the drone may deviate from the desired trajectory, leading to a loss
of control. This could result in the drone descending into a crowded area, posing a threat to
pedestrians underneath. Some research works [44, 46] identify instability and restore parameters
to their previous values or average settings before incidents. However, these settings may not align
with the current flying conditions, and could potentially trigger incidents. Therefore, our goal is to
establish an intelligent system able to identify misconfigurations in real-time, and mitigating their
adverse effects through flight state rectification.

3 OVERVIEW

In this paper, we propose a novel rectification approach that eliminates flight instability by only
adjusting the (mis)configurations. Most drone control algorithms are well-designed and capable
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Fig. 5. Overview of NYCTEA.

of accomplishing routine tasks when properly configured [29, 55]. However, misconfigurations
introduce instability or even a crash [21, 22, 36]. In response, our proposed rectification approach
captures instability arising from misconfiguration and automatically generates a new configuration
to co-work with the existing control algorithm to keep the drone stable. While the official guidelines
do not suggest changes to configuration parameters during flight, a misconfiguration can result in
physical damage or even a catastrophic failure, where its practical effects can only be evaluated
during actual flight. Therefore, to prevent such damage during flight, a well-handling method
is to update the configuration, even if it may contradict official guidelines. We deem the risk of
configuration modification during flight acceptable when weighed against the potential for direct
physical damage. Naturally, if the configuration does not induce any instability, the approach will
refrain from making active rectification.

We implement a prototype approach, NycTeaA. Figure 5 shows how NycTea works with the
flight control system in a physical drone to achieve state monitoring and rectification. Specifically,
NycTEA continuously collects flight data and calculates the deviations to verify whether the drone is
experiencing potential instability or merely encountering brief turbulence. If instability is confirmed,
NycTEA promptly initializes the rectification process to generate new configurations and send
the new configurations to the flight control system through the wireless communication protocol
(e.g., MAVLink) until the instability is eliminated. Otherwise, NYCTEA continues collecting the
subsequent flight data for further analysis.

The core insight of NYCTEA is that it utilizes a pre-trained intelligent agent to fulfill an automated,
real-time re-configuring against the drone. Unlike traditional operations that require manually
configuring the control parameters of the drone before a flight, NYcTEA automatically generates a
proper configuration at any time by utilizing the agent to analyze the flight state. More importantly,
the system continuously monitors the drone’s state during the flight and once the originally
generated configuration is not proper due to an environmental change, it instantly re-configures
the drone to prevent it from entering a state of loss of control.

We designed NYCTEA to meet the following targets:

Real-time drone re-configuration. Typically, users need to interrupt a flight and re-configure
the drone if the previously offered control parameters are not appropriate. NYCTEA conducts an
on-the-fly rectification to avoid such task interruptions. It continuously monitors the flight state
changes and rectifies improper configuration (and it caused instability) in real-time. NYCTEA consists
of two modules, a deviation monitor (Sec. 4.2) and a state rectifier (Sec. 4.3), to detect potential
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instability induced by misconfigurations and re-generate proper configurations to adjust physical
flight states, respectively. The deviation monitor collects the flight data from the drone, and the state
rectifier utilizes an intelligent agent to guarantee a new configuration could be instantly generated
before the drone enters a state of loss of control.

Adaptive integration with control systems. NYCTEA aims to support various types of drones.
However, drone manufacturers implement their flight control systems in different ways. To support
a wider range of drones, NYCTEA does not modify any flight control systems (and their flight control
algorithms). Instead, it simply adjusts the control parameters and the parameter value ranges of the
drone to fulfill the task of flight state stabilization. The insight here is that most drones provide a
native communication interface and corresponding communication protocols to help users access
their state perception module and configuration-based state control module [6, 43]. By communicating
with the state perception module, NYCTEA could capture essential flight states calculated by the flight
control system, and flight-related information (e.g., flight state, location, accelerometer sensor data,
warnings). By reusing the configuration setting functionality provided by the configuration-based
state control module, NYCTEA could work with most flight control systems without considering
their specific implementations.

4 NYCTEA

Figure 6 shows the workflow of NycTEA. It preprocesses the collected flight data by compiling
them into a sequence to create a segment ((1)). Then, NYcTEA conducts a segment check where it
calculates a sum deviation by comparing all physical and desired flight states within a segment to
((2). If the sum deviation exceeds a threshold of secure deviation range ((3)), NycTEA launches a
rectification process ((4)) for re-configuration ((5)).

@CSensorData]) | [“Tuple-1 ) (3) (B Deviation] @ @) ®
Data | |=>(Physical State) ( Tuple-2 J+» B[oL.Iol] [ ‘ = e

Segment Segment Check Thresholdg Agent

Preprocessing Deviation Monitor State Rectifier

Fig. 6. Workflow of NycTEA.

4.1 Preprocessing

NycTEA captures flight data broadcast by the flight control system and preprocesses the flight data
by generating a segment for further analysis. In detail, at each timestamp ¢, NYCTEA separately
retrieves the physical flight state a, and the desired flight state a; from the broadcast messages.
Specifically, flight states contain angle and angular rate, each characterized by three Euler angles
(roll, pitch, and yaw). As a drone can complete a 360-degree roll, simply recording the flight states
in decimal and calculating the differences between physical and desired flight states are inaccurate.
We recorded the values of physical and desired flight states as radian-based. Additionally, NYycTEA
obtains sensor data e, from the gyroscope and accelerometer measurements, and each provides
three values corresponding to the x, y, and z axes. Each flight data captured at timestamp ¢ can
be represented by a 3-tuple, i.e., s; = {as, a;, e;}. NYCTEA gathers consecutive flight data to form
a segment S to explore the deviation changes. A segment recording the data collected from a
timestamp ¢ is denoted as follows:

Se={sjljeltt+m—-1]} (1)
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where m represents the number of flight data in the segment.

4.2 Deviation Monitor

With each segment, NYCTEA monitors drone instability by checking whether the segment deviation
between desired and physical states exceeds the acceptable range. The physical A; and desired A}
states in the segment S; are:

Ar={ajljelt,t+m-1]}

Ap={d;|lje[tt+m-1]} @)

NycTEA first computes the Manhattan distance between each physical flight state and its corre-
sponding desired flight state:

di=llaj=ajl, jet.t+m—1] ®3)

It then computes a segment deviation value Dv; by summing up the individual deviations

t+m—1

Do, = Z d; (4)

NycTEA identifies an instability if Do; is larger than a threshold TH (Secction 5.2 presents our
approach to set the value to be used for this threshold) and then activate the state rectifier module
for rectification; otherwise, NYCTEA continues capturing and analyzing the next segment.

4.3 State Rectifier

When an instability is reported, NYCTEA takes the segment as input and utilizes a configuration-
based control scheme to rectify the state and eliminate the instability. The rectification process
uses a pre-trained intelligent agent, gradually eliminating instability.

4.3.1 Segment and Action Constraint. The constraint for the rectifier is defined by two aspects: (1)
segment constraints, which represent the range of segment values that the rectifier may take as
input; and (2) action constraints, which delineate the parameters range of configurations that the
rectifier can select as output.

Segment Space. The segment space S is contingent upon internal elements, such as state and
sensor management. As previously addressed, all states are transformed into a radian-based format,
with the state value range spanning from —x to 7. The specific device determines the constraints
of sensor measurements, and the value range of a device is not limitless. Consequently, the 3-tuple
s¢ = {ay, a}, e; } represents a finite space, with its constituent segments forming finite spaces.
Action Space. To ensure the agent reacts to instability properly when deployed on actual drones,
we predefined an action space, including all possible actions an agent may take. Since we aim to
generate new configurations to rectify flight states, each action c is a configuration selected by
the agent. The action space C contains all combinations of control parameter values constrained
within the value ranges suggested by manufacturers, thus:

c={pLpy-pphceC )

where p; (i = 1,...,, n) is the value of the i-th control parameter, and n is the total number of control
parameters involved in configuration generation. Note that the number of control parameters is
flexible in NYCTEA. Users can select arbitrary control parameter(s). The more control parameters are
involved, the more correlation information of control parameters needs to be explored; consequently,
it incurs higher costs for training.
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4.3.2  Actor Model Training. Having the predefined agent actions, NYCTEA trains an actor model
to generate configurations for rectification and enhance the model based on a formulated reward
function. The reward function can direct the actor model toward selecting configurations that can
enhance the stability of the physical flight state while discouraging those that induce instability. To
create flight execution for model training, we execute a drone with misconfigurations to fulfill a
flight mission AVC2013 [53] (a sample test mission). In each execution, we start the flight using a
misconfiguration. NYCTEA proceeds the following steps to train the actor model:

(1) NYCTEA captures a segment S; at a timestamp ¢ and calculates its deviation Du;. If the deviation
exceeds the threshold (i.e., Dv; > TH), indicating that there is an instability, NYCTEA proceeds
to Step (2); otherwise, NYCTEA continues capturing the subsequent segments.

(2) NYCTEA utilizes the actor model p(-) of the intelligent agent to generate a proper configuration
Ct.

(3) At the timestamp tt, NYCTEA sends c; to the flight control system and simultaneously captures
the segment S;;. It further calculates the corresponding deviation Dv;; to investigate how c;
affects flight states.

(4) NYcTEA computes a deviation change Dc; = Dv; — Doy, to determine whether ¢; enhances the
stability or instability. The objective of each generated configuration is to enhance the stability,
i.e., reduce the deviation. Hence, Dc; > 0 indicates that configuration ¢, properly eliminates the
current instability (i.e., enhances the stability) while D¢, < 0 indicates that ¢, is inappropriate,
exacerbating instability. If ¢, is considered as proper, NYCTEA continues to Step (5) to calculate a
reward r;; otherwise, NYCTEA sets the reward as r; = Dc; and go to Step (6). Even worse, when
¢; causes the flight control system to report an incident or a warning, NYCTEA sets r; = 2 X D¢y,
representing a double negative reward as a punishment, and then goes to Step (6). Hence, even
for some cases where Dc; > 0, it will regarded as negative because an incident is triggered.

(5) Our rectification goal is to move the drone from instability to stability. Thus, each configuration
is expected to rectify the deviation to a maximum extent, and the physical states are expected
to be brought as close to the desired states as possible. Therefore, each configuration leading to
a higher Dc; with a lower Duv;; will receive a better reward. NYCTEA calculates the reward for
the proper configuration c; as follows:

Dc; * acc
re=———— (6)

max (1, Duy;)

where acc; is an acceleration scale indicating whether the drone is currently moving. acc; is the
average acceleration value within the segment. As we found that the reward scheme resulted in
a tricky situation, i.e., NYCTEA may generate a configuration causing a frozen flight (i.e., not
moving), acc; can prevent such an issue. Note that drones lack sensors that can directly measure
the current flight velocity. Instead, as an alternative, we utilize acceleration, which can be
directly obtained from sensors. This value indirectly suggests that the drone is in motion within
a segment rather than remaining stationary. Furthermore, when Do, € (0, 1), the corresponding
reward will be extremely large; thus we utilized max (1, Dv;) to constrain the reward value
within a reasonable range.

(6) NYCTEA stores all outputs as an experience entry, represented by a 4-tuple: (S;, ¢, 11, Sy¢) into an
experience buffer. NYCTEA leverages the buffer and Deep Deterministic Policy Gradient (DDPG)
algorithm [39] to update the weights within the actor model p(-) as well as the critic model
(auxiliary models in DDPG, which are not directly involved in configuration generation). During
updating, assuming the actor model comprises N, weight parameters and the critic model
comprises N, weight parameters, the computational complexities associated with this update
process are as follows: (1) The forward pass for the actor requires O(N,), while the forward
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pass for the critic requires O(N;). (2) The backpropagation process updates the parameters in
both models, culminating in O(N, + N).

The intelligent agent iteratively executes Steps (1) - (6) until the deviation is restored to an accept-
able range. During the training process, we regard the instability caused by each misconfiguration
as successfully eliminated if the agent can rectify the flight execution with the misconfiguration
three times and then continue to the next misconfiguration.

4.4 Instability Elimination

Having the trained, intelligent agent, NYCTEA takes as input the segment that results in instabil-
ity and generates a configuration for rectification. NycTeA then sends the configuration to the
flight control system and simultaneously captures a new segment. If the segment deviation after
re-configuration is lower than the threshold, NYcTEA considers that the instability is eliminated.
Alternatively, NYCTEA promptly engages the intelligent agent again for the subsequent reconfigu-
ration. Note that the primary aim of NYCTEA is not to establish an optimal configuration for the
drone but to rectify instabilities arising from various misconfigurations during flight. The final
configuration maintains its segment deviation value within a specified threshold, ensuring it can
successfully complete its mission.

5 EVALUATION
We evaluate the performance of NYCTEA by answering the following research questions:

¢ RQ 1: Detection Accuracy. Can NYCTEA identify instability effectively in real-time?

e RQ 2: Rectification Performance Can NYCTEA eliminate instability to prevent potential threats
successfully? Does the number of control parameters involved affect the success rate of rectifica-
tion?

e RQ 3: Time Cost. How long does NYCTEA take to generate a configuration and finally eliminate
instability?

5.1 Experiment Preparation

This section describes our experiment setup and the implementation of NycTEA for further evalua-
tion.

5.1.1 Experiment Setup. We carry out experiments by integrating NYcTEA with the prevalent flight
control systems and constructing a comprehensive dataset containing safe configurations and
misconfigurations.

Implementation. NYCTEA is independently deployed on a desktop computer with Python. It can
be connected to a flight control system through the wireless communication protocol supported
by each flight control system. We specifically integrate it with two mainstream open-source flight
control systems, ArduPilot (4.2.0) [3] and PX4 (1.13) [15], using Mavlink [42] protocol. Hence,
NYCTEA sets an inter-process communication with the simulator and connects with a physical
drone through Wi-Fi. To achieve data monitoring and rectification function, NYcTEA applies a
third-party package Pymavlink [1]. While in flight, the flight control systems broadcast sensor data
and flight states encompassing both the physical and the desired flight data. NYCTEA receives this
information for monitoring and decides whether to launch rectification.

Program Settings. Since our experimental hardware writes memory data into the NAND flash
at 10Hz, we used a unified sampling rate of 10Hz, that is, our data capturing interval is 0.1s. Our
manual testing showed that a flight control system commonly takes more than two seconds to react
to a misconfiguration. Hence, we consecutively captured each segment for two seconds. Given that
NycTEA captures flight data every 0.1s, each round of analysis involves a segment with a size of 20,
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i.e., 20 flight data. Regarding the intelligent agent settings, we set the maximum capacity of the
buffer as 20, 000, the soft update factor as 0.02, the discount factor as 0.99, and the batch size as
64. The intelligent agent (DDPG) was implemented using PyTorch [45]. The networks of actor and
critic have the same network structure, which contains three liner layers with a 256 hidden size.
Testing Devices. Since instability might cause risks of physical damage to drones and potential
accidents involving pedestrians, we conducted the majority of experiments using simulators.
Specifically, we used APM equipped with Ardupilot and Jmavsim equipped with PX4. For some
test cases resulting in minor risks, we integrated these cases into a physical drone, CUAV ZD550,
equipped with Ardupilot, to assess the performance of NYCTEA in real-world scenarios.
Parameter Selection. Given the significant differences in control parameters across various flight
control systems (ranging from achieved capabilities to value selection ranges), NYCTEA has been
designed to be flexible to allow users to incorporate any control parameters into the state rectifier
module for new configuration generation. Since our system necessitates misconfigurations for
training, we leverage prior fuzzing approaches [21, 22] for misconfigurations generation. To reduce
experimental costs, we reference the parameters chosen in their fuzzing studies and select the
attitude control parameters relevant to attitude adjustment. In total, we chose 17 parameters from
Ardupilot and 11 parameters from PX4, listed in Table 2.

Table 2. Parameters for experiments.

Description ‘ Ardupilot PX4
Roll angle P gain ATC_ANG _RLL P MC_ROLL_P
Pitch angle P gain | ATC_ANG_PIT_P MC_PITCH P
Yaw angle P gain ATC_ANG_YAW_P MC_YAW_P
Roll rate P gain ATC _RAT RLL_P MC_ROLLRATE_P
Pitch rate P gain ATC RAT PIT P | MC_PITCHRATE_P
Yaw rate P gain ATC_RAT_YAW_P MC_YAWRATE_P
Roll rate I gain ATC_RAT RLL I
Roll rate D gain ATC_RAT _RLL_D
Pitch rate I gain ATC RAT PIT I
Pitch rate D gain ATC_RAT PIT D
Yaw rate I gain ATC_RAT YAW_I
Yaw rate D gain ATC_RAT YAW D
Velocity P gain PSC_VELXY_P
Velocity I gain PSC_VELXY_I
Velocity D gain PSC_VELXY_D
Acceleration P gain. PSC_ACCZ P
Acceleration P gain. PSC_ACCZ 1
Yaw weight MC_YAW_WEIGHT
Horizontal error gain MPC_XY_P
Vertical error gain MPC Z P
Maximum tilt angle MPC_TILTMAX_AIR
Takeoff climb rate MPC_TKO_SPEED

5.1.2  Configuration Dataset Construction. To assess the performance of NYCTEA, we constructed a
configuration dataset containing safe configurations and misconfigurations, as well as the corre-
sponding flight states. Specifically, we first launched LGDFuzzer [22] and ICSearcher [21] to explore
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potentially safe configurations and misconfigurations. Then we executed a drone embedded with the
flight control system (i.e., either Ardupilot or PX4 in our experiments) to carry out a flight mission,
AVC2013 [53], while intentionally introducing a misconfiguration. Finally, we leveraged PyMavlink
to examine whether each flight mission was completed successfully. If so, the configuration was
confirmed as “safe”; otherwise, “misconfigurations”.

We found that misconfigurations will result in diverse performance outcomes in flight states.
Based on the triggered outcomes, we classified misconfigurations into three categories:

o Actuator-related error (AR): It causes the flight control system to report actuator-related warnings,
such as potential thrust loss, throttle error, yaw imbalance, and crash.

e Mission execution error (ME): It deviates flight trajectory from the expected paths, such as
trajectory deviation and hovering,.

o System failsafe error (SF): It causes the flight control system to report failsafes, such as EKF failsafe
(unhealthy state of the position and attitude estimation system) and sensor failsafe (inconsistent
sensor measurement value).

In total, we collected 6,545 configurations from Ardupilot, including 1,781 safe configurations and
4,764 misconfigurations, and 4,829 configurations from PX4, including 1,367 safe configurations
and 3,462 misconfigurations. As NYCTEA requires a threshold TH to determine drone instability and
relies on an intelligent agent to generate proper configurations, we split the dataset into training
and testing sets. The training set was used to determine the threshold and train the agent, while the
testing set was used to evaluate NYCTEA. Specifically, we randomly selected 1,000 safe configurations
in Ardupilot and PX4, respectively, and separately selected 2,785 and 2,228 misconfigurations from
Ardupilot and PX4. Dataset details are listed in Table 3.

Table 3. Distribution of configurations.

. . Actuator Mission System
Program | Set | Safe | Misconfiguration ( related  execution failsafe )
| Total | 1,781 | 4,764 (1,719 1,975 1,070)
Ardupilot ‘"1 .11 000 2,785 (1,003 1,037 745)
Test | 781 1,979 (716 938 325)
| Total | 1,367 3,462 (1,163 1,567 732)
PX4 Train | 1,000 2,228 (847 769 612)
Test | 367 1,234 (316 798 120)

5.2 Instability Threshold Setting

We thus manually launched flight executions using safe configurations and misconfigurations in the
training dataset to determine TH. Specifically, for each flight execution with a safe configuration,
we randomly started capturing segments at arbitrary timestamps. Nonetheless, for flight execution
that received misconfigurations, we randomly captured segments after an error or a warning was
reported. Subsequently, we calculated their average deviation values collected from the execution
with safe configurations Dv(sqfe aug) and those collected from the execution with misconfigurations
D (smis,avg)- Finally, the threshold TH is computed by the following expression:

TH = (Do(safe,avg) + Dv(mis,avg))/2 (7)
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Figure 7 demonstrates distributions of segment deviation value for Ardupilot (Figure 7a) and PX4
(Figure 7b), where the horizontal axis represents the segment deviation value, and the vertical
axis represents its probability density. Data greater than 150 are omitted because they are too few.
Specifically, Table 4 lists the minimum and maximum deviation values and the threshold TH. In
both Ardupilot and PX4, the minimum and maximum deviation values show significant differences,
indicating that segments when setting safe and misconfigurations are extremely distinct. In our
experiments, we set TH=22.24 for Ardupilot and TH=17.85 for PX4.

Table 4. Segment deviation value of different types.

Program ‘ Type ‘ Min Max Average ‘ TH
Safe 0.03 17.41 1.73
Ardupilot . . 22.24
FAUPOL | Misconfiguration | 3.22 31841 4276
Safe 0.04 15.46 1.53
PX4 . . 17.85
Misconfiguration | 2.41 305.45  34.18
0.3 . 0.3 .
i Misconfiguration i Misconfiguration
Densityt 0.662 Safe Deﬁsit}y- 0.298 Safe
2021 i - Threshold-22.24 2027 A ---- Threshold-17.85
2 : 2 :
o} | 7} H
£ 0.1+ i 0 0.1 !
0.0l L . . - Omitted > 0.0 L i ; ; Omitted -
0 25 50 75 100 125 150 0 25 50 75 100 125 150
Segment Deviation Value Segment Deviation Value
(a) Ardupilot (b) PX4

Fig. 7. Segment deviation histogram value of different type.

5.3 NYCTEA Assessment

We utilized the test dataset, i.e., 2,760 configurations, including 781 safe configurations and 1,979
misconfigurations from Ardupilot and 1,601 configurations, including 367 safe configurations and
1,234 misconfigurations from PX4, to assess the effectiveness of NYCTEA in detecting and rectifying
instability. Similar to the previous flight execution, we also launched the testing flight execution to
accomplish the flight mission AVC2013 and sent misconfigurations.

5.3.1

e Detected represents the number of unstable executions identified by NYCTEA.

e Correct is the number of unstable executions that will result in a loss of control if the states are
not rectified timely.

o Missed represents the number of unstable executions that were not detected by NycTEA before
the drone lost control.

e Eliminated is the number of reported unstable executions that are successfully rectified by
NYCTEA, thus leading the drone back into a stable deviation range and accomplishing the flight
mission.

Metrics. We define the following metrics to evaluate detection and rectification accurately:
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e Failed represents the number of Detected unstable executions that cannot be rectified, resulting
in a control loss.

5.3.2  RQ 1: Detection Accuracy. Table 5 reports the performance of NYCTEA in detecting instability
caused by misconfigurations (i.e., detecting the number of misconfigurations). Specifically, in
Ardupilot, NYCTEA successfully detected 1, 962 out of 1, 979, achieving a F1 of 99.51%; and in PX4,
NyctEa successfully identified 1, 219 out of 1, 234, achieving a F1 of 98.76%.

Table 5. Detection results of unstable executions.

‘Detected Correct Missed ‘ Precision Recall F1-score

Ardupilot 1,964 1,962 17 99.89% 99.14% 99.51%
PX4 1,222 1,219 15 99.75% 98.78% 98.76%

Upon manual examination of unreported executions (i.e., 17 and 15 executions in Ardupilot and

PX4, respectively), we identified two specific situations that NYCTEA missed:

o Partial angle deviation: As flight states are controlled by the values of three coordinates (i.e.,
Roll, Yaw, and Pitch), there are 12 instances where only one coordinate’s angular value deviates
significantly while the others remain steady. Under these scenarios, despite segment deviations
potentially staying within an acceptable range, the drone may still experience a loss of control.

o Slightly deviation change: NYCTEA relies on deviation changes within a certain period to determine
instability. Assuming that drone incidents usually happen within a short period, we collected
flight data every two seconds in the experiment. However, we observed that in 20 instances,
the drone only had a slight deviation every two seconds; thus, the corresponding segment was
considered stable.

In addition, we manually inspected five stable executions misreported as “unstable”. We found
that these executions have a rare change in a turning angle at a specific timestamp, leading to a
significant increment in the segment deviation value. However, misreports did not affect subsequent
flights. The new configuration did not increase the segment deviation value for each instance.
Since the drone is relatively stable, the agent makes minimal adjustments to the configuration. The
maximum adjustment for any single parameter does not exceed +8% of its current value.

5.3.3  RQ 2: Rectification Performance. Given the identified instability, NYcTEA applies the intel-
ligent agent to generate configurations iteratively and send configurations to the flight control
system to eliminate instability.

Success Rate of Rectification. Table 6 shows the results of rectification. In the table, ANC repre-
sents the average number of configurations sent to eliminate instability successfully. In Ardupilot,
NycTEA successfully rectified 1, 784 unstable executions out of the identified 1, 962, including 637
caused by AR, 857 caused by ME, and 290 caused by SF, achieving a success rate of 90.74%. In
PX4, NycTEA successfully rectified 1, 080 unstable executions out of the 1,219 detected, including
280 caused by AR, 694 caused by ME, and 106 caused by SF, achieving a success rate of 89.49%.
After analyzing the total number of configurations generated for rectification, NYCTEA averagely
generated 4.32 and 4.57 configurations for each unstable flight execution in Ardupilot and PX4,
respectively.

Through our manual analysis of all the failed cases, we found the major reason is the time cost
of rectification. If the time interval between transitioning from identifying misconfiguration to
drone losing control is too short, NYCTEA fails to generate sufficient configurations to eliminate
the instability. For 162 failed instances, NYCTEA reported the instability a bit late (almost reaching
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Table 6. Rectifications result of NYCTEA.

Misconfiguration Eliminated (Rate) Failed ANC
Type
| Total 1,784 (90.74%) 178 432
Ardupilot | Actuator-related 637 (89.46%) 75 4.43
Mission execution 857 (92.15%) 73 4.23
System failsafe 290 (90.62%) 30 4.30
‘ Total 1,080 (89.45%) 139 4.57
PX4 Actuator-related 280 (90.03%) 31 4.55
Mission execution 694 (87.73%) 97 4.54
System failsafe 106 (90.59%) 11 4.62

" ANC is the average number of configurations sent to rectify instability;

the uncontrollable state), resulting in insufficient time for rectification. We then modified the
threshold TH to a lower value so that these failed instances could be rectified successfully. However,
a lower threshold TH may cause high false positives by reporting lots of “stable” executions as
“unstable”, further triggering the state rectification module frequently. Even though rectifying a
stable state does not harm the original flight, it will waste lots of time, posing a risk of overlooking
real instability during this period. Therefore, we still select TH that can correctly identify the most
instability.

Impact of Parameter Numbers. Apart from assessing the rectification effectiveness of NYCTEA
with the selected control parameters listed in Table 2, we also evaluated whether the number of
control parameters would affect the success rate of rectification. In detail, we separately selected
2, 4, 8, 12, and 17 control parameters from Ardupilot, and 2, 4, 8, 11 from PX4 to construct sub-
experiments. For instance, Ardupilot #4 indicates that in this sub-experiment, the misconfigurations
generated by LGDFuzzer are constructed from the first four Ardupilot parameters listed in Table 2.
Similarly, #8, #12, #17 indicate that the sub-experiment considers the first 8, 12, and 17 parameters.
Similar to the previous experiments, we generated the relevant misconfigurations associated with
these control parameters and executed the flight mission with these misconfigurations. Table 7
shows the rectification results when involving different numbers of control parameters. Intuitively,
the number of control parameters negatively impacts the rectification performance. When the
number of parameters increases, the success rate tends to decrease. But NYCTEA can still maintain
a success rate of rectification exceeding 85%.

Table 7. System performance for different parameter number misconfigurations.

Mis* Num# ‘ 2# 4# 8# 12# or 11# 17#

} 4/4  16/16  73/73 390/430 1047/1184
Ardupilot ‘ 100% 100%  100% 90.7% 88.4%
4/4  22/24  69/74 392/459
PX4 ‘ 100% 91.6% 93.2% 85.4%

Mis”* Num# is the parameter number in misconfiguration. Each element
. Eliminated/Total
18 SuccessRate
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Performance Stability of Rectification. Utilizing the same configurations employed in the Ardupi-
lot #12 experiment, we assess the stability of rectification performance across multiple trial ex-
periments. Table 8 illustrates five extended results and their variations compared to the original
Ardupilot #12 experiment. “Failed -> Eliminated” signifies that the misconfiguration was effectively
corrected in this round compared to the original test. Conversely, “Eliminated -> Failed” indicates
that the additional failed instances have increased in this round despite having been successfully
rectified in the original test. Overall, the success rate exhibited minimal fluctuation; however, the
reconfiguration outcomes of certain configurations varied, with several instances of reversed repair
results. This is due to the system’s dynamic rectification strategy. Even with the same misconfig-
uration, the segments identified as unstable (the initial segment for further rectification) are not
identical on each occasion, resulting in different rectified configurations provided by the agent
and affecting subsequent iterations. Therefore, although the success rate will fluctuate, our system
performance remains stable.

Table 8. Multiple rounds verification of rectification.

Change ‘ Round-1 Round-2 Round-3 Round-4 Round-5
Failed -> Eliminated 3 8 1 4 3
Eliminated -> Failed 3 2 3 6 4

Eliminated/Total 390/430 396/430 388/430 388/430 389/430

SuccessRate 90.7% 92.1% 90.2% 90.2% 90.4%

Impact of Environmental Wind. We examine the impact of environmental wind on NYCTEA,
specifically investigating whether wind speed affects rectification performance. We employed the
same configurations in the Ardupilot #12 experiment while incorporating varying wind conditions
during flight execution. We tested four seniors at varying speeds ranging from 3m/s to 11m/s, each
facing different horizontal directions. The test results are presented in Table 9. It can be observed
that the performance did not decline, as control systems can mitigate environmental wind through
its Extended Kalman Filter (EKF) function [7, 28, 41]. However, the practical capacity to withstand
wind is contingent upon its framework’s design and power capabilities.

Table 9. Multiple rounds of verification in varying wind speeds.

Wind Impact (Degree,Speed) ‘ 45°3m/s 120°,5m/s 180°,9m/s 30°,11m/s

Failed -> Eliminated 2 2 4 1
Eliminated -> Failed 1 5 4 3
Eliminated/Total ‘ 391/430 387/430 390/430 388/430
SuccessRate 90.9% 90.0% 90.7% 90.2%

Statistics of Configuration Rectification. Taking Ardupilot as an example, we depict the distri-
bution of the generated configurations in Figure 8. The figure demonstrates that, in the majority
(84.66%), NYCTEA could successfully eliminate each unstable execution using six generated configu-
rations.

Furthermore, we recorded the variations in deviation values of four sample instances to gain a better
understanding of how NYCTEA adjusts misconfigurations (shown in Figure 9). In most instances,
we observed a gradual decrease in segment deviation values after uploading new configurations,
eventually reaching stable states. Elaborately, Table 10 illustrates the alterations in parameter values
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Fig. 8. Distribution of the count of configurations sent to eliminate instability successfully.

in Example-2. This example begins with a misconfiguration, and NycTEA used four configurations
to restore the drone’s stability. The initial two adjustments resulted in significant changes, whereas
the subsequent two configurations led to more minor refinements. From the third to the fourth
adjustment, only four parameters were modified. For Example-3, although NycTEA initially intro-
duces an adverse impact, the subsequent configurations gradually rectify the deviation, bringing
the drone back to stability.

—*— Example-1 (4 Times)
100+ —— Example-2 (4 Times)

—=— Example-3 (4 Times)
80" ’

—=— Example-4 (6 Times)
Threshold

Segment Deviation Value

# of Segment Captured

Fig. 9. Example of deviation variants.

5.3.4 RQ 3: Time Cost. We assessed the efficiency of NYCTEA by separately calculating the time
cost of training the intelligent agent and mitigating unstable states.

e Agent Training. When training the actor model in the intelligent agent, NYCTEA requires 22
hours to mitigate instability caused by all the training misconfigurations for Ardupilot and PX4.
As the model training cost is a one-time cost, 22-hour is an acceptable time cost.

o State Rectification. We individually assessed the time consumption of generating each configu-
ration. Particularly, we ran the intelligent agent in both Ardupilot and PX4 500 times to create
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Table 10. Parameter values change in experiments.

Parameter ‘ Mis* ‘ Change-1 Change-2 Change-3 Change-4
ATC_ANG RLL P | 11.9 9.4 8.9 8.3 8.3
ATC_ANG_PIT P | 3.0 5.4 5.6 6.7 6.7
ATC_ANG_YAW P | 3.0 8.4 9.7 9.6 9.6
ATC_RAT RLL_P | 0.020 0.395 0.330 0.365 0.365
ATC_RAT PIT P | 0.495 0.220 0.270 0.295 0.295
ATC_RAT YAW_P | 2.495 1.700 1.900 1.555 1.550
ATC_RAT RLL_I | 1.995 1.579 0.880 0.820 0.820
ATC_RAT _RLL_D | 0.001 0.023 0.034 0.030 0.030
ATC_RAT PIT I | 1.99 1.34 1.60 1.58 1.56
ATC_RAT_PIT_D | 0.05 0.028 0.036 0.034 0.034
ATC_RAT YAW_I | 0.07 0.78 0.78 0.72 0.72
ATC_RAT YAW_D | 0.02 0.01 0.012 0.012 0.012

PSC_VELXY_P 0.3 1.1 1.7 21 2.0
PSC_VELXY_I 0.97 0.47 0.54 0.53 0.53
PSC_VELXY_D 0.001 0.877 0.840 0.812 0.812
PSC_ACCZ_P 0.25 0.499 0.664 0.637 0.637
PSC_ACCZ_I 0.2 0.579 1.41 1.10 1.00

Mis” is misconfiguration.

configurations. The agents of NYCTEA in both Ardupilot and PX4 cost 0.12ms on average to
generate one configuration.

It is essential to note that NYcTEA does not impose any additional execution cost on a physical
drone, aside from a slight increase in battery usage when transmitting configurations. It is because
NycTEA is deployed independently on a desktop to connect with drone hardware via Wi-Fi and
Pymavlink, ensuring that the drone’s operational efficiency remains largely unaffected.

5.4 Case Study

We conducted two comparable flight executions to demonstrate how NYCTEA eliminates instability.
We implemented a drone with Ardupilot to execute the flight mission AVC2013 in the simulator
APM. We first executed the flight mission without integrating NycTEea, shown in Figure 10a, where
the solid blue line represents the drone’s physical state; the dashed orange line denotes the desired
state as calculated by the algorithm; and the cyan histogram illustrates the deviation between the
two, and the red line corresponds to the deviation curve.

The drone initialized the flight and took off (in the green area). After taking off, we uploaded a
misconfiguration that would potentially cause a thrust loss warning. Then, the drone started shaking
and rotating, and the deviation increased gradually. At 31.2s, the flight mission was terminated (in
the red area), and the drone raised a thrust loss warning. In the second execution, we integrated
NycTEa with Ardupilot and replicated the first experiment. Figure 10b shows the detailed state
changes of Roll, Pitch, and Yaw. The results in the figure clearly show that NycTEA identified
instability at 18.9s and initiated the state rectifier module for rectification (in the purple area).
Then NycTEA uploaded five configurations at 18.9s, 23s, 27.1s, 38.3s, and 47.8s (marked as black
stars). While the initial configuration did not significantly alleviate the instability, the following
four configurations gradually reduced the deviations to a small range. Upon completing the fifth
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Fig. 10. State change of rectification.

rectification upload, the observed deviation gradually decreased, stabilizing the drone’s state (i.e.,
roll, pitch, and yaw). We uploaded the demo of this case [17].

We also conducted a real-world experiment, and the demo is uploaded [18]. We implemented a
real-world flight execution using a physical drone CUAV ZD550. This drone was embedded with
Ardupilot, integrating with NycTeA. Figure 11 shows pitch changes before and after rectification.
When the drone took off, we uploaded a misconfiguration that initiated oscillatory and triggered
a failsafe warning. After receiving the misconfiguration, NYcTEA was initiated when detecting
unstable and vibrated states at around 27s (in the purple area). Then, three configurations were
uploaded at 27.3s, 36.4s, and 52.1s for rectification (marked as black stars).

5.5 Discussion

In this section, we discuss the application scenarios, platform scalability, and limitations of NYCTEA.

5.5.1 Application Scenario. There are three primary scenarios in practical applications where
misconfiguration may occur and require our system:

Internal Misconfiguration. Users of drones who are unfamiliar with the correct configuration
methods may inadvertently lead to misconfiguration. Most importantly, it is not easily ascertainable
through code checks alone in cyberspace whether the configuration will induce instability, leaving
users unable to predict the accuracy of their configurations. This requires the actual execution of
the configuration to observe its real effects during flight in physical space. In this context, the user
necessitates the system to rectify the configurations they set.

External Attack. Additionally, some attackers may exploit this vulnerability to construct miscon-
figurations to attack the drone deliberately. Since the vulnerability arises from a logical flaw in the
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Fig. 11. Rectification example of NycTEA for a real drone.

flight system, attackers can conceal their intent by disguising the attack as a system bug. In this
scenario, the user needs NYCTEA to counteract the attack through reconfiguration.

Scenario Change. One configuration is not universally suitable for all flight missions and envi-
ronments. Consequently, switching scenarios may render a configuration inappropriate, leading to
unstable results similar to those mentioned previously. In this scenario, NYCTEA can update the
configuration to adapt to the current flight mission.

5.5.2  Platform Scalability. Our experiments applied NYCTEA to two widely-used flight control
systems. It can be adapted for other platforms or unmanned vehicles, such as guided vehicles
and unmanned ships, with some practical modifications. Specifically, developers have three target
functions to realize:

(1) Communication: Developers must enable NYCTEA to obtain the state information of the
devices. Unlike drones, other devices may have distinct state structures that must accurately
represent the current physical condition of the equipment. Additionally, it is advisable to employ
asynchronous implementation to ensure that it does not interfere with the operation of the
control system.
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(2) Configuration list: Developers should initialize the configuration list, which encompasses
ranges for the system, where selected parameters are designed to affect the physical actions of
the device.

(3) Training: The training of NYCTEA necessitates an execution environment. Developers need to
construct an experimental environment that includes virtual or physical devices to enhance the
agent’s capabilities, generating configurations in various settings. This process entails numerous
execution experiments, which may potentially damage the device.

5.5.3 Limitation.

Interpretability of parameter dependencies. Ideally, fine-grained analysis may flag all param-
eter inter-dependencies among parameters. However, the cross-file analysis is challenging since the
code size is substantial and the parameters are defined in disparate locations, such as the parameters
of various modules in Ardupilot, defined in their respective source files. Our approach does not
concentrate on static relationships; instead, it examines the influence of configuration (the combina-
tion of parameters) on attitude during flight. The agent in DDPG is a black-box model that directly
outputs the appropriate configuration for a given segment. While the agent model may establish
inter-dependencies among parameters, elucidating how they influence the decision-making process
remains difficult due to the black-box training process.

Initial consumption. To accommodate additional parameters, NYCTEA must undertake further
experiments to train the agent for acquiring data across varied scenarios. However, as the number
of parameters increases, the volume of experimental data required also escalates. This process can
be time-consuming and challenges ensuring data diversity, ultimately impacting performance. As
the number of parameters involved in the configuration grows, the rectification process experiences
an exponential expansion of the action space, complicating the iterations necessary for achiev-
ing stabilization, resulting in a higher incidence of “Failed” outcomes. However, from the user’s
perspective, unless confronted with exceptionally challenging missions (such as highly complex
environments), users generally do not modify such many parameters simultaneously.

6 RELATED WORK
6.1 Bug or Anomaly Detection in Robotic Vehicles

Existing research works on detecting bugs or anomalies in robotic vehicles generally rely on
predefined policies/patterns for identification.

6.1.1  Bugs Detection. PGFuzz [31] detects code implementations that violate safety policies, such
as deploying the parachute at a low altitude. By mutating operation inputs, PGFuzz assesses the
proximity of current flight states to predefined policies and subsequently identifies the root cause of
each violation. Similarly, Liang et al. [38] and Choi et al. [9] identified bugs through pattern match.
Liang et al. [38] identified inappropriate usage of bounding functions in the flight control system
by developing a differential simulation to illustrate the impact of BF using an offset range on drone
behaviors. Choi et al. [9] detected cyber-physical inconsistency vulnerabilities in robotic vehicles
by matching the source code semantic goals with the real physical processing feedback. Wang
et al. [56] investigated drone error reports, source code, patches, and historical data to summarize
patterns of the common bugs and repair strategies for bug analysis. However, these detection
approaches are limited to specific bugs that can be matched with the pre-defined patterns/policies.
Also, the corresponding code snippets may be correctly implemented for misconfigurations, which
are difficult to exploit through pattern-based code analysis.

Different from the above approaches that exploit bugs through code analysis, MAYDAY [35]
investigates the problematic controller after accident occurred. Starting from the problematic
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controller, MAYDAY conducts the program analysis to trace the root cause of the control system that
led to an accident. However, it can only protect against known bugs, and the severe consequences
may have already been triggered. Similar to NycTEA, Choi et al. [11] also relied on the physical
state analysis during the flight to determine issues (i.e., anomaly control inputs). They focused on
studying bugs in flight controllers and could not mitigate adverse effects; instead, they reported
issues. Avis [52] explores fault handling logic by adopting an aerial-vehicle in-situ model checker
to simulate operating mode transactions and inject failure and then identifying sensor bugs caused
by narrow failure handling logic in control firmware. Although SAVIOR [47] also learns physical
invariant parameters, it aims to defend against stealthy attacks that can only be triggered under
specific conditions.

6.1.2  Anomaly Detection. Some researchers implement anomaly detection through learning models
or deviation checks. Galvan et al. [19] discussed an anomaly detection system for drones, addressing
security concerns from external attacks and internal failures. It leverages CNNs to analyze real-time
sensor data for detecting abnormal UAV statuses. Sindhwani et al. [51] employ machine learning
models trained on millions of flight log measurements, using a new robust regression algorithm
to identify and exclude abnormal missions. This unsupervised approach reveals normal flight
patterns without prior knowledge of aerodynamics or manual labeling. DronLomaly [49] is a deep
learning-based approach for detecting anomalies in drone log data that could compromise flight
stability. It utilizes an LSTM model trained on normal flight logs from a baseline drone to learn
sequential patterns and correlations among flight state units. This model enables real-time anomaly
detection during flight. Mithra [2] is an unsupervised Oracle Learning technique that leverages
existing telemetry data. It processes unlabeled telemetry logs generated during operation, applying
unsupervised multi-step clustering to create behavioral clusters that represent unique contextual
behaviors. An execution trace is assessed for anomalies based on its similarity to these clusters,
with deviations treated as errors.

6.2 Mitigation in Robotic Vehicles

Approaches to mitigating issues in robotic vehicles can be classified as static or dynamic. Table 11
shows the comparison with other state-of-the-art approaches that identify or repair issues impacting
robotic vehicles. We describe these approaches and list the differences between them and our
solution.

6.2.1 Static Approaches. Most existing static repair approaches target a specific bug type and then
define predefined patterns to repair bugs of this type. In particular, DisPatch [34], and PGPatch [32]
address logic bugs in the source code of robotic vehicles by utilizing predefined patterns to fix the
bugs correspondingly. Although such approaches can mitigate instability caused by some logic
bugs, the fix patterns cannot cover all possible cases. Also, such approaches cannot address all the
other types of bugs.

6.2.2 Dynamic Approaches. There are two common ways for dynamically addressing security
issues: assistance involvement and buggy case removal. PID-Piper [13] and SSR [10] leverage
additional modules to replace the compromised ones. PID-Piper utilizes a model to implement
consistent functions for the flight controller, which learns the relationship between control input
and output. When anomalies are detected, the redundant model is involved as a controller to
recover robotic vehicles from physical attacks. SSR contains an additional sensor algorithm that can
transform desired states into appropriate sensor readings and replace compromised ones. However,
such module insertions require code modification, which makes them less adaptable. Furthermore,
these approaches cannot eliminate instability caused by misconfigurations either. Different from
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Table 11. Comparison with state-of-the-art researches.

Repair Online Pre Complete No Code No Mission

Method Support Training  Repair Insert Limitation
NYCTEA Dynamic adjust v v X v v
DisPatch [34] Patch X X v X v
PGPatch [32] Patch X X v X v
PID-Piper [13] | Redundantion v v X X v
SSR [10] Redundantion v v X X v
LGDFuzzr [22] Restriction X v X v X
ICSearcher [21] Restriction X v X v X
RVFuzzr [36] Restriction X v X v X
CICADA [46] Res* v v X v v
SCVMON [44] Res* v v X X v

Res* is Restore to default value.

them, RVFuzzer [36], ICsearcher [21] and LGDFuzzer [22] introduce limitations to narrow down
the value selection ranges to mitigate range specification bugs. However, reducing the value range
restricts the adaptability of robotic vehicles to various flight requirements. CICADA [46] restores
all current parameters to default settings when detecting unstable flight caused by configuration.
Based on the observation that data-oriented attacks inevitably change the values of some variables
in RV control systems, SCVMON [44] identifies the safety-critical variables that can impact the
safety of RVs. For recovery, SCVMON resets the safety-critical variables to an average value of each
control parameter after analyzing all historical data.

Compared to those approaches, NYCTEA is more user-friendly and adaptive because it can
dynamically process issues through its built-in mechanism without any code and functionality
modifications.

6.3 Configuration Adjustment

Some studies have proposed configuration adjustment schemes to maintain the system’s stability.
SURREALIST [30] is a search-based method that automatically generates simulation-based test cases
based on previously logged real-world UAV flights, enhancing software-in-the-loop testing realism.
SURREALIST analyzes the flight log, extracts UAV and environment configurations, and searches
for optimal values for unknown configurations to replicate real-world UAV behavior in simulations.
It then manipulates these configurations to discover test scenarios that may trigger unsafe UAV
behavior. Valle et al. [54] presents an automated methodology for rectifying misconfigurations
in Cyber-Physical Systems (CPSs). They have redefined the misconfiguration repair issue as a
many-objective search problem. Their approach introduces a singular population-based algorithm
and implements a strategy that allows for the assessment of the suspiciousness of each parameter.
Ultimately, it incorporates a Pareto-optimal archive-based strategy to select and evolve potential
misconfiguration patches. Elsisi [16] introduces a new tuning method for adaptive model predictive
control in autonomous vehicles, utilizing an improved grey wolf optimizer to enhance performance
and effectively handle system uncertainties. DTLF-MPC [5] introduces a hybrid model predictive
controller using discrete-time Laguerre functions and a dandelion optimizer to improve steering
angle adjustments in autonomous vehicles.
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7 CONCLUSION

We proposed and implemented NYCTEA, a novel rectification approach that can detect instability led
by misconfigurations by analyzing a series of flight data, and then eliminate instability in real-time
by adjusting (mis)configurations to prevent a flight mission from disruption. By combining the
configuration scheme and the reinforcement learning approach, we constructed an intelligent agent
that can automatically investigate correlations among control parameters and flight data. Such an
automation feature ensures that NYCTEA can be adapted to different flight control systems easily
by using a new set of control parameters and flight data to update the agent model. We integrated
NycTeA with the prevalent flight control systems and assessed its success rate of rectification. The
results demonstrated that NycTEA successfully eliminated over 85% instability by generating an
average of 4.5 configurations for rectification.

Regarding future work, we intend to further minimize manual involvement and reduce sys-
tem resource consumption. Specifically, the parameter selection in the system currently requires
manual intervention. We aim to integrate Natural Language Processing (NLP) or Large Language
Models (LLMs) to automatically identify which configuration parameters are most beneficial for
adjusting the drone’s flight attitude. The identification of instability is based on statistical meth-
ods. Furthermore, nonlinear methods may be employed to replace the instability detection in our
system. While our experimental results indicate current detection had a low false positive rate,
the utilization of nonlinear approaches could intuitively further reduce false positives, thereby
minimizing unnecessary resource consumption.
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